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0 Sj x *bfc£ 2 <omf- 9*^ *T lt*fc L t E 
5*a.-/H£td 9 3 X btbfc ±EI& 2 ©&7-* it* 3 

' /v©±E!S3©«^-*fc&£tifc^fcLT±EE«§£ 

_hE7*-*JWa#Rtt. iKJUlo^-^fcaEH** 
o«&K, _kE!&3©#l7-*- ft*KL4^J:5^ 

as, ±E h 7 y * 7~* l-« ?at ?>*v;fc -LESS 1 ©* 
i: ttHfc 5 ±RJE 1 roir- 9 r> MS "C h tufc 

ftfcft h 7 y *7*-* fcJW* <t 5 fcfcofcfc * fc» ± 

jiiaij-7**v J 3--^«t-> -kiem3<D^7-*"*5<fctf± 

fBU-7**^=.-/H-« 0 MS X fcftfc-tESB 4 <r>Wf-9' 

frt>'%5<0&r-9*%M\^ 

±EB&4Hfc¥&f±» -HE h7 -y ^-f-^t-tEl^*^ 

;x _, vflsl cS«-!>-7**^a-/KO-tSB» 5 ©tlx-* £ 

ffl^-Clit^(kU-C±IBE«S611J-ttl*-*"S7 f -^MS 

go 

[W*J54] |f*353lC*3V^X. 
lESf-iS'Ifflfttt^ JiEff£3©«i7-**5j;0.h 

e»4©f*7*-^*3i*fci-5-*i6i^y 

ffllvC, ±ESS5©«^-**#fl-*-*7W* aa8SS 

So 

±B-*l6l^ y f » BBSJctt, M A C «*Srtr 5 BMfrt? 
±E«7*-**tti*»l*- S&aft££tTot-tEm3© 

mf- 9*&m-rz i f-9 MSI. 

[!S>R3S7] S»#Jgll-*5^t. 
±1E7-**!!8il£Sl*. 

±E^5E L/c^ 2 ©if-? 3r±EE«K*fc»*&tf 



±E@7-?^m#©«> 

±E«l©«l5 f -^*5j:tf±E»2©«l7*-*«:. 
?*ba«**feU-C^i-57*-^«^SS«. 

±EE«BS«fc J:oX«f*(k*nfc±iS« l ©^7-? 
t ±mm 2 ©#7- * t t±EEWHltfF*at^ s '- 

±E^4©m7-?sr. nM*&4ivx±m-rz7 t -9 . 

[ff jfcig 1 1 ] fS#>S 1 0 tcjo^X, 

±E£tf Ufcll 4 ©H7-?Sr-tEEti3im^S^atf 

f-^asiSo 

±EE«S6*i:©M"eWSBBE*tr5tB5:SSE*gl:S:S 
±EBfHHk#»W\ JiElBE*IEKiJ:o-C±EEW« 

1 3 ] EttSi«*> b Lfcl£S* fc Itffi^c 
05 §|Ji-r5*v'3.-/vd^^$tu5 YyvV^r-9 

^mb^ y? 7-9 mxbfrtz.'m 1 ©^7- 
*isJ:tJt±E*^»-AHSfc* 0 St fctufclS 2 ©#7 

±E^v^-'HSKl. JbEJSlflHfcrWfc.fctfiK*. 
3? » -/v{c#J OST f,HfcilEf 2 ©fif- ^ A» b » 3 

©s&t* r - ^ ^ ta-r 5 ®t ^ w m^s t . 

lEBW** 1 ^ Ufc±E hv-y^f-9 St-LK^ 
i? a. -/vfetc ^ ^ ^ -^© ±E® 3 ©^x - ? l-^ 

lEtf-^iai^l^ ±EMl©a7-?^H^ 
*,ofc»&^, ±E^3©^7-?^Hl-^^5 
tc, J-E*^^--^fel--ttsm2©li7-? : S:^Hi-5 

[H*3ai4] ss*^i 3t*s^t. 

tm 0 St bttfcSrfc* h7y^f-?«t5J:?^ 
? Lftv^J: 5 ic JiE^ 2 ©^7-? Sr^3i1-57 

-?«ia^ea 

[fg^JS 1 5 ] if 1 3 Kto^X. 
±E* i^--^(±. fctimic©7 7* - A'* 

^ L , iEty* ^ 4 ©if- ? d s $ 6» 

fii^stbHtv^s-a-t-. 

Em 3 ©Sl7- * *J J: t/±E*^* 5? - ^ 3 1 
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b frtztmm 4 ©six- 9 frh% 5 ©«tx- * &*m • 

U 

go 

Bo 

JilE-^lfiltt^ y.^Hfttt, MA CfcttSrtT 5 HfSre 
1111**1 9] »*Jg 1 3 IC*3V*-C\ 

_hEx*-* &85IStt. ±E«3EbfcSK2©«7 f -^S: 

iiEx- * amm*** ±Efg i ©tlx - * & * tf±& 

% 2 (omr-9 z±mm&$mfrt>m%-m-r*r--*!im 
mm* 

[»*Jg 2 2 ] H!** 1 3 fc*SV*"C . 

_hEEti3£e t ©wewESSESriT 5 tBsnRSE^afc $ 

jESttjPBft&Jtfcfc^K:©*-, ±EE1S3S@*^±E 

-c, 

JiEE1S^*«. U 
±Ex-^feaig»f±, JilB*^=i.->H*K. ±EVj 
,., ^ ^ tbfc^ 1 ©ttx — * *5 <£ t^±E 

;v©_tEf§ 3 rog|x-^^^CTfit^fctX±EEttig 

±ESix-^^m^®l±. ±EJB 1 ©1^*-* K*** 5 
fcofc#-&lc, ±E1B3©«x-*fca£ELfc<' % .fc5 
t % ±e*i? a -^WcJ:ES& 2 ©1^-* 

l»#Jg2 4l tS*3S2 3tC*5V^» 



j^v ±fBh9^x-*K^STbftfc:±Emi©ii 
|±Hfc 5 ±E!£ 1 ©Sir- * *s« 9 3 -C btitc 

E*^=- ->Hffc> ±E$g3©&x-*££HLftv^J: 
9 \z±.WM 2 ©Six-* SrgEE1-5v f -^«ta^'7 1 
a 0 

lff|#Jg2 5] »*fi2 3t^^, 

±15x:/^i^-/Hi*fcJil4©#r-*tf 5 £^ 

.fcffi? 5 - iE^x-^^fH^^^ 0 
-C, ±|B-9-y*??»->H*C, ±E»3 ©#1^-^*5 ±- 
tf ±EU"^ 9 S » - A^fctt 9 ^ "C b *vfc±EJg 4 ©&x 
Jg 5 ©Str*-* Sr^ttJ U 

[ft** 2 6 ] »** 2 5 IC*5V NT , 

f\ 

(»** 2 7 ) ft** 2 3 fcfcV vt, 
±EE«SStt. m 1 ©«S3MiE*&«#8:& $ h fc*T 
U 

±f2 ^„^^ aS g tt> ±fE^i©taa^iE*aa¥©i: 

©r^-efBSfgEE^ 5 H 2 ©ttSBSE«ia#aSr * 
^R*fctt«»©Hai-t-5 ; E^=--^^«*** 1 ' 5 *■ 

^m^-^mmmm^ ±ia*^*-^fe^^ ±efj 

y ^ y!~- $ \zM K> ^ X b Hfclg 1 (Oif- * *5 it^±iB 
/wftl-ffl 0 ^-C ?>nfc±EB 2 ©Six-* i»b 

»3©«tv ? -^sr»mi-s«5 f -^*ai*afc> 

±EE«36fii»?>A* LfcJhE h 9 -y ^x-^ *-hE^ 
s ^ 3 ._A'*fHca**^a-»^>-tffi* 3 ©®^ - ^ ^ 

±ffiif-^Itti^li> ±Em 1 ©fl^-^ tXH^ . 
fcofc^&ic, ±|Bm3©Hx-^S:^b^v^5 

[|g*JS2 9] Sfi*J5 2 8^*5^-C, 
as, iEhvy^x-^fcttJSfcSJtEfn©*^-* 




(4) 

[!t#Jg 3 0 ] 8*#* 2 8 ICjo^-C, 
±EBHMMIktt* ±«R1t§Hta*&X*J Lfc_tE h 7 y 

imxms i] »*«2 8fci3^x. 

±EEtfe£fi{±. IS 1 ©ffiSfgEE&3^©& * 
U 

jctwo st e»*tfc» i (o^x-^^i^-tia*^ 3 --^ 

ST<b^fc|g2 ©§15*-* *ffl^-CPt*flSU-C 

E«§»K:E«r*5*-*fc»fcfc : * 5,i '* (: » 

i/*.-Mcm 9 ST 5>*bfc±EJg 2 ©«7*-* 3 
©»r-*&3?fflU 

±E h 7 v 9*f-9 t±E*S?»-^KS«E* 3>»- 
,v©±ES6 3 ©£lx-* fc« DTRt^k LT JiEKltSE 

iEStn©^-*^^* 5 *^**^ ^3ffl 

2 <nm^-9 Sr*Jtr5"5*-*M*fe, 
[»#Jg 3 3 ] fl#St 3 2 ^T . 
SBUCfcoTiE**--'^ ±El>-7;/*5*-*K 

tJ r> St btufcJtEIS 1 ©S^-* t ttR*S±BS» 1 
rof&x- * &m 9 S T S> tildgHttt by y 9^-9 

3 ©g£x - * JE Ui^i9l^ ±IE«2©«5 f -* 

IIB*JS3 4l lf*JS3 2iC*5^T. 

w L . ±ib* ^ * ^ » ->\>wz.% 4 ©st^- * * s $ b I- 

±E-^^^r,-/uftlc. iEf^©*^-****^ 
E1 f.y*^ 3 .-/Hc« 9 ST feixfeJiE* 4 »lf-^ 

5 <T>&7-9 fc^tti U 
±E F7 y ^5*-* SriElJ-^^^-^ttlwSK*^ 
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^^-^o?±Em5©#r-*Srffl^TP&^kUT± 

eehs ma-r 5f- * *&a*ifc, 

±E SS 3 ©&x- ^*3<ttJ ? ±EB4 ©§15*- * Sr 51 it i: 

9 Srgttl-t-35*— **&3:£fe> 
[SS*£ 3 6 ] IMBS»feX*J Lfc¥**fcr±*Sc 

©iiig-rs^v^-^^^* 1 ' 5 h^*^ - * 

J:t)«±fl*^»->Httl=« 9 STbftfclg 2 ©§£5* 
-^fcfflV^^-^-^a^&K^T. 
±E*^--*-*^ ±E»1®«7*-**3J:^±E* 
/ffctl -0 S T ibft^JtESS 2 ©1*5*-* * 3 

±EE«ig»*^A7J Ufc-tE h 7 y * 5*-* 

irEjmo^-^fc*^* 0 ***^ -tEff§3© 

7 yt*r-9 «t 5 icttofc * ±E*-^- 
-/vftl^ ±Em3©^x-*^Hb^v^J:5l--tE 

fiJ^ST^ixTV^^-^. 

JiE*^*^^-^^^ ±E^3©li^-**5J:^± 
g^^^-^K r> STbtlfc±E^4CD«5 f -* 

±EE1SI*^A* bfc_LE h 5 y * 5*-* fc-tE* 

-* ? ;fflv^T«-§-^-55 f -*^aa*fe 

3 <D®rf- * *s i tf±E« 4 <o@x - #*1Mt 

[W* i a4 0l x^f v J *^x-*S:»t^W^5'-* 
M^*(-*5^T. 

t> 

±E-fe r>3 vglTfWft^nfc^ ^vy«SrE1«fi 
«icffl*-r*fci:tfc» iEEttUiSltroKlifflar-* 

^-^fB&^k^Hfe^vr^^^S^^TBf^t 
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MR***-? ******* Jjaflf^fcSfrfcT*^ 
iry v-a xtrwtWfc*^*: 3 ^^** 7 "*"*™ 

^^gi^ETW&ffigttKtti^u -hfsifr&fls 

t. 

±JBJ6 1 <D«HWfc¥«»±. ±E7^f i?9J^-9*±U 

wm.mmr--9x^%vc^tz.^yy-^ym^m^x 

3 yryy|tH tc±EE1t§£ttK U 

T«-S^- 

u ±sx,*mm?-*T&**t&*> 
tc ^^^7mz±.&y £ --9®mmm^fti>^ ±E"t 

9f ssf- 9 t = yfy7«*E*t5 ^ y SMI 



±ex- 9 wmmzm tu-r s^^i, 

_kE7 4 ^/i^-^&iiEEliSgfi*^ 3 ^^ 
±EHf^fk SJWcltV ^^/vx-^ft-tEEEffl^- 

&m**h ±EE*«*^w-*-5 7 7- y 7" i , 

[|g|Jfl<Df£iNBfttft9n 
[0 0 0 2] 

^b-CE1t^W^El«i-2)^^^ fo ^» ^ 
[0 0 0 3] 

d y ^ mf-9 ftffl^ ^ h 7 y 9 7-9 ift&k bfc^r 
S "C Hfcfrfc ft h 7 y 9 7 - * R^" 5 <t 5 (c fc o fc 

Siayfyi'if-^fli^^^- ^ 

f£ 7' xx y 9 mf~ ? Srffl V ^-Cft^ffci- 5 ^S* 5 ^ ^ 5 . 

«tao^«f i^m < ft ?» > sm^Kisg < ft 5 1 v ^ rae 
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[0 0 0 4] ;:©389!©Btttt> ±ilUfc1S*tt»Ol9 

$*ufc h77^ f -* tllft 0 3 "C e> 

^^©^©NfF^S^XtSf-^MSB. 12 

r. ti-fc^o 

[0 0 0 51 

WW****"* *©©#&] ±3* Lfc^Sr»*i-5 
„ ^ ^_ ^ |c« v) £ x *b tifclB l ©If- * *5 J: tf* 

» -j\>m^M 9 a x e>nfcji 2 ©if- 9 v ^-cit* 
^LxfBitgBKffl;bi-3f-*M3£fiK# vv ^ * 

v^-A-Sl^ $ 1 ©If-^fcitPe^-A'lct]') 

mx 2 ©if -*a>?>i£ 3 ©if -* &3iatf- 
z>m?-9nm^®t. h^^^f-***^*-^ 

A-©$ 3 ©If- * Kitf CXfff-^t: Lt 

EWWfcfflai-5**fl^**** u f-**ta* 
ar±. ^©If-*^^^^^^ jgs©! 
f-*$rgOgL&v^5tc. ^-^-/«2ro»f 
— * Sr^Mi" 3f — *M3^BXfc?>o 
[0 0 0 6]SI*«1©^ ^aSIBXfi, 35 1 ©1 

f-*#'£M$ftft.^xt>, «f *o 

3 ©If-* Lftv^ J: 5 fc« 2 ©§lf-*35 

9 - y ?^-t Lxnmmnrit-f < * 

[000 7] |*** 1 3 ©*SW«\ IB«IS11A^A^ L 

h7-^f-^^ atgt^^f-^W^XibH 
ftfg 1 ©If- 9#XXtt:'?=- -MIKII 9 £ -C & Hfc 
« 2 ©If-* 5rffl^tSft5r-^M§i^^ 
-c, t-^-A'Si:, fRi am?-* 

\zn 9 a x 2 ©if- ?frbm3 ©if- 9 * 

3 ©If-* Lfc^ £ 9 *3>»-A'ttt-i& 2 

[0008]i*l23(0», Et63S16£f-*& 
JligB t ©MT?» *Sfc£ ft. tt«fc©BiSi- 5 * 2? >u 

V^^Afcjsv^-C, R»S»±. iEtt^Sfc^U f- 
*&3^fiti, -MSt-. b^-y^f-*^*! 1 ? 

a X "b HfcB 1 ©Sf- ^^W*^^ -^Sl^fl 9 S 
•C btbftm 2 ©If-* 3 ©If-* Sr»ffl-f5 

If-*Htt}#i&^ Yy v 9 7 t -9%* -VzL-frUK 
S^v?=L-^©^3©^x-^t^CCPf^bbXl5 



f-#t«L4^J:5fc, *v^-Afet||§2©If 
— * fc^JEi'Sf — ^fel^^T AT-feS, 
[0 0 0 9] »#Jg2 8©«Wtt. EttigB^f-*® 

* tuS h 7 y 9 f - 9 * Affi^S 7-9 « 
i^f^c^X. fBftgSt*. E«»**rU f~ 
*&33£»fi, ^S^-A'Sfc, h7^f-^l^lf 
3 -C 5, tuft^ 1 ©If - * *5 «fc tf* - -/v«KfPJ <? S 
-C bfrtftSS 2 V>W?-9frh% 3 ©If-* 
If-*3?m#g^ mmmn^hAtf^byy9? 
_^£^^-,W5Ka!£^^-A^3©If-* 

tt, sgi©gsx-*Kgoiasfcofti§-^ ^3 ©if 

[0010] a**3 2<o56Wf±, iMfc*fctt«««>BB 

t, tbfcSS 1 ©if - * *5 £ * 
v?^-/vfetc«"l <9 ST bfrtcW, 2 ©If Srffl v-CBt 

%\c I, x ia«^«^iBit-r af - 9 mrnxmcis v ^x , 

^ 1 ©If-^43«tO*^^-^«l 
03t b^ftm 2 ©If-^^b^ 3 ©If -9 Z&tiS 

% 3 ©If-* KJS CTBt*<kbXlBltl6«t-ltt* ^ 
%l<Dm?-f\Z&X.&*>oit»&\^ ^3 ©if-* 
fc*JEUftv^J:5K:» ^^ 3 --/vfe^2©If-*§r 
£ JEi" 5 f - * ftX $> 2> o 
[0011] »3JS53 6 ©H?«(i. iewssba^x* u 

. l©If-**3,t^^--/VSI^I9aX^ftm2 
©If-*5rffl^T«#i-5f-*^S7Jfelct3^X. 

^.^a.-A^fc, « 1 <om?-9 

V) ^XhhtcWi 2 ©If-**^^ 3 ©If-* SrWfii 
Kit^Bd^A^Ufth^y^f-*^^^ 3 --^ 
fetcatt^^a.-^©* 3 ©if -* ^« l^X^^-b. 
|gl©»f-*K:«HASfoofc*&^ m3©If-* 
Sr^5Eb/«C^«t5lc, ^^^-ASl^2©If-*«: 
^ Hi" S f — * ©S^feX fe 5 » 
[0 0 1 2] IS*«4 0©^BJfi. f 4 3 S9fisf—9tc 

vm-it-rz>?-9&mmu^&^x. nyfymt 
.y -> 3 ^mx^it-r^^it^mt. -t y -> a ^ix* 
pff*fls**tfc3 vxv^i^teisigfit-ai^-r^ 1 1 1> 

fc, tsltSBwfsmffllf-^XBt^kSn/c^VT-x 

«?L. Bt*(fc*ar±, f ^^*/vf-*SrlE«fflIv- 
* -CflHHfcS ttfc 3 ^^«»-S<Jv ^"CBt^kb, >f 

Bt^k^tbftf ^v?*/V-f-* 

SrfBUffllf-fXBt^k^nfc^^T-^^It t t>ic 
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[0013] lf*JS4 1 U&^fc£Hfcx4 3? 

* /Vx- * SrfEtSffl Sir- * TfW * Hfc a ^ ^ 
Hi: t fcfc^--* ^A*-*"** y*-7~>f 

[0014] a*«4 2«D55Wr±. 

£-1? y 5/ a i/<mx^%\t-tZ>W> 1 ©**fc¥« k » * y 

[0 0 15] ffl!#JS4 3©*Wtt, x-^^a^*ki2 

mm. t <d ra-ex * * 9 /vf- fz^mx-tz?-*® 

*IE1«6«4^© ^ yr ^y*fc£<5v NTBt^k-T 5 ^ 



ffitrr 5 *x y ^ t *. &f- 9 &m*mxh 

[0 0 16] 

i«w©fSifc©jfH»i ext. ::©»w©»fc»«fc**> 

<ort»*j*Bi-e*>5. a— 7*-f*-> 

^Aitt. => 2, m^mmmmm 

3 $ffif$y'\s— J r4. CD-ROMK7-f ^6*5^1^ 
[00 17] a^tf*-^ 

#J;Lf£. EMD (Electronic Music Distribution: 

uc\ ^ffl^^-Y4icm^i-5 0 

fc^-*2tf\ CD-ROMKxf^6^A 

5, 

[0 0 18] ««FJBffi«K«3 

^Jx.rS, ^y y* (Memory Stick:® 

-e*>D» 77-ry^^^^*Ottft»rf 

t ^3 1. ii{g-fV^-7^^^3 2, ,j§m*V 

[0019] [flB«*i?=L-A'3 3) H2tc*i-J:5 
[- $ij^v>^-/v3 3tt, ^J^ri. SLiclil* 3 --^ ^ 
5 0. Et«yV5 1, 

*BSBE^ = y V 5 3 . «F34fc/ffi^= y h 5 4*5<t 
t;»JW^ = y h 5 5 5:*i-5o 3 3 »±, 

■y y^f ;,7©f f 0 , #S 

k, 6 4fc*yh <DSL^c*^^"t"So 
[0 0 2 01 E»a=: y h 5 1 tt> Wx-tZ* E E P RO 
M (Electrically Erasable Programmable Read Only Me 
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mory) ft 2£<D**&&* * y "C*> 9 » ME»»£«fc 

IB1ta=s/ h 5 l K<imZfrX^Z>y : -9*WLWirZ>ttL 
14, fgaEf^-y" I K 0 ~ I Ksi^ ISWS'J-t*-* I D 

[00 2 1 ] fBIEft^-* I K 0 ~ I K31«. ^^ffllE 
3 i>m&m-7u--r 4 1 ©HQ-ettlERiEfctT 5 K 

ttomz.mm.mr-? i k 0 ~ i k 3 i© 5 *>-©rbe 

I K 0 ~ I K 3 i*SJ:t«Bltff«9*-* SK B »4, SMfffl 

sa«ag«3«>^»*»e»*ftftv^5icfto-c^5. sat 

^icf+itfeJvfcflK'J^-^-efef. ABM'S J: 5 fc. St 

mm&mmm, 3 ja y ^— r 4 t ©ra-efcERfES: 

[002 2] m£.fc/m&~- y h 5 2 tt. 0!*.ri, I 
SO/IEC9 7 9 7 CDMA C (Message Authenticatio 
nCode) ^^^©^^©aWlfcfTo-Cl^-^S:^* 
■T5o -COt#, MACSItli, 0J*-l*\ 'Block cip 
her Algorithm LTF I P S P U B 4 6 - 2 KlJSfcS 
(Data Encryption Standard) 7)SfflV> t>ix5<, 

MACSJUi. ft^(7)S$o^-^?r@^©S$lcjE^ 
■f fatt^ y V»BB*«*-C*> 5 > 

[00 2 3] ^ERSE^y h 5 3(4, DMfffl^^— V 

4 t © R| -etBEBSE^BSSrtT 5 . * . ffiERSE^- =~- v 
h5 3»4, 77r^^^4Ht-f^tf^ 

ff?o ffiSBE« y h 5 3 tt. fBSRSEMK 

fcVMT. tfj3£LfcMAC«#Srft5. SSfflSSIM 

[00 24] ft^ik/m^- y h 5 4 14. DE S , I 
DEA. MI STYfc£©7 r ny*«fF*T/i'='yX*T? 
oM&t&'ffOo Ktt> F I PS PUB 

81" DBS MODES OF OPERATIO 
N" fc£j££*t-C^5<fc 5 4ECB (Electronic Code B 
ook)*- HtSitfCBC (Cipher Block Chaining) 

K-efc*. *ffc/«*«yH5 4li, DE 

S. IDEA, MI STYftifC^y^a*^!) 

-KiaJ:tJ«CBC*-KT?fo5. SRECBt-KfcJ: 



5o tgw^ y h 5 5 a*3&£*= . y h 5 o % ism 

a = y h 5 1 . «ftjjt/*Htx=V filERSE^ 
- y h 5 3 *i *t«HWfc/«*« -^54 <D*&S£#S 

[0 0 2 5] [77 7^*1)3 4) 77?'^^ 
y 3 4ll #Rf4\ 3 2M/M h<D|5lt^*S:W-t-5„ 
77;/-/a^*P 3 4KI4. «EBSE3-=y h5 3tJ: 
5ffiE»BE«HlfcJ:o-CiESftWefe5 fcRfcbitfc 
g|^ffl^'u-ir4 35^A7JUfc^--x^*f f - 
^«s»#ii**uS. *fc> 775'^^*!'34i^ 
|±, filERU^ y h 5 3 \Z X 5»E»tE»at «fc oT 

[0 0 2 6] £TF, 7?y'/*^*!l 3 4 tdSltSJvS 
f-^j5i^©7*-7-y Mcov^tS. 04 
J4. 7?yW*J 3 4tc|5ti§tu2.7 f -f *®.W1r 

?,fc*roiaT*fo5, 04(C^i-i5l-. 77 7->i^ 
y 34lCf4. m^ti. S4«177^10 0, H7f 
^ 77 ^H0 1o, 10 1i. 101 2 . 10 

i 3 isfB1g$H-cv^5o ^-e. »4ta7 7 ^/vi o 

1 0 1 0 ~ 1 0 1 3 l4**t^*t»*6-»** ^ ^ y ^x-^ 

[0 0 2 7] H5I4. Rtfrr-f/i^W^^ 
,gj 6; jS_ 0 (li) ©ATRAC3f-^77-<^i 
^5r^-To ff4fl7 7-f'Hi» 16KB@ff©77 
^/W-CifcSo ATRAC37-?7 7 >f;Hl jft^ffit? 
tot, 5aSo«tt-y^k. **HE*<»©**^ 

5.0 

[0 0 2 81 841177^ l/<-fh = 

-KO/*y*-K©*ttNMl-S, 
(O^^y *-KO*«fNM2-S» ftlficoS^T— 
TRKTBL, **y*-K£*©ftanttf*INF-S 

5,^ ^qfa-KOt^NMl. 2'<4 ha-KO 

KlNF.^-7f«PRTlNFi. VyyWttM 
««INFi:*>bftS. -y^C(4. t&/<-y*. *ffF 

[0 0 2 91 Itt-7^LTATRAC3©tIf 
-^as»<. **f f -*»±> i6KBo7p^SCE 
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«MWk©«Hft*ft»t5©tt» ATRAC 3f-i? 

[0030] B711, S4fl77^PBLISTO 
^OWIiftf-*****^ EISA. IHSBIi, 
fl7 7 ^PBL I ST«t5'-^«^ 
0^t*lf»WP+. S4M77WBLI ST 
|±; 1*7** (l7n.^=16KB) ©1M *"<•*> 
5^ — y** (B8A) #3 2/M h-efo5„ 

(18 6) as^*y*-K^-*«-s*«fNM 

1-S (2 5 6^ h) , ^BfINM2-S (5 1 
h) CONTENTS KEY, MAC, S-YMD 
hmst, fftif*tat5f-7/VTRKTBL 
(800/^fh) k. **9*-V£#K*Hr*tttafc 
W NF-S (1 4 7 2 b) -CfeD, **Kl^y 

•eBWeofit* k 4 5 J: 5 *H-C v ^5 o 

[00 3 imtfl77^/Ml (0x0000)* 
£tf (0x00 10) T?S^5»^3 2/Mb 
(0 8 A) jJS^y^-efc*. »*S» 77^f^tt» 

?,>BUcffi£*u5o Reserve d i^lE^HT 

(0x0 0) *s*d^5iS, (SI^«^H-C^T'bR e s 
e r v e d (Dt*-* ^ 3 

ihVs, Opt i onktWifc«»t)«8U^ 
t±, itR e s e r v e dfc^tft^i^" 
[003 2] BLKID-TL0 (4/M h) 
: BL0CKID FILE ID 

fi:BJM='TL = 0" (0iJxF£Ox 5 44C2D3 
0) 

MCode (2/M M 
gl* : MAKER CODE 

to ■■ *f^«'it5 = 

- K 

{g :ltl0 f-y h (;*-#-=>- K) Tifc6 fcf y h 
(ttHi^-K) 

REV I S I ON h) 
fft:PBLIS TCD»#m^[e]ic 
TO : fftfS77^^f^^^-^ Wy ^ ^ 
h 

{£ : 0 <fc 9 9 + 1 <3otiiq-r 5 
S-YMDhms (4/<-T h) (Option) 



fi:2 5~31^h ¥ 0-9 9 (1 9 80-2 0 
7 9) 

2 1~2 4^yr- £ 0-12 

16~2 0fc*yr- B 0-3 1 

1 1-1 5tTy V ft 0-2 3 

05~10tfyr- # 0-59 

0O~0 4tf-yh g> 0-29 (2«MMfc). 
[0 0 3 3] SN 1 C + L (2/<-f h) 

( 1 r*) ©JRtt&^1~ 

*:£*=-K (C) ti-tfcl'M h"CTE©J:5fcX 
00: X* = -mRSU^\ *fc3 2iH*tUT:*3 

r. k 

01: ASCII 02:ASCII+KANA 03:modif ided8859-l 
81.MS-JIS 82:KS C 5601-1989 83:GB2312-80 90:S-J 
IS (for Voice) . 
10 0 3 4] m»=»-K (L) fiT^l^h-C'TK© 

J:9lCEBU Tech 3258 t-CW»SrK9H"* 

00: BULftl^ 08:German 09:English OA:Spanish 

0F:French 15: Italian lD-Dutch 

65: Korean 69 Japanese 75 .Chinese 

[0035] SN2C + L ( 2 /M" H 
(2^-T H 

flt : i^LfcSNlC + LtR- 
S I NFS I ZE (2^ H 

«*: I NF - S«Cti*5^* » *' K4 * CH 

f:^Xl±0x000 lH0x39C (9 2 4) 
T-TRK (2'M" M 
;gPfc : TOTAL TRACK NUMBER 

1^0x0190 (ft*4 0 0 F7^) . T- 
V e r N o ( 2 h) 

TO : Jbffc*S* a Tm^J-T 
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: 08 0x0100 (Verl. 0) 
0x0 20 3 (Ve r 2. 3) o 

i o o 3 6 ) .tig Lfc~ y ?\zm< mm^-m-h^*?- 

^ (@8B) Ko*>^XWT\zffl s M-$~Z>o 
[0 0 3 7] NM1-S 

.**ilf*-*©*Ttts K (0 x 0 0) *m 

^^fi^*<i:tife«S (0x0 0 2 0) *>e>5</v (o 
x0 0) hK-hlBft"*"*-*: 

NM2-S 

* (ft*T?5 1 2) 

fctfr?*-*©*!"^ *5.-ffMH=»-K (OxOO) 

^»e-tt'>*< t (oxoi2o) *»e>5t/u (o 
x o o) & 2 hEJUcfa^-rs n t 

[0038] CONTENTS KEY 
«9fe:lliriK:ffi***tfc«[-eMG (M) THft«**fC 

TENTS KEYfcPH^fi 

M . s-YMDhmsroMACCDtmtC&gfc&S® 

{g : oHOxFFFFFFFFFFFFFFFFn 
MAC 

««: S-YMDhmsOrtSfcCONTENTS K 
i:OHOxFFFFFFFFFFFFFFFFf 

[0 0 3 9] TRK-n n n 

: ATRAC 3f-^77^^SQN 

(->-^V*) 

: TRK I NFW^^FN o ^rfSiSi"^ 
{it: l^b4 0 0 (0x 1 9 0) 

I NF-S 



S-YMDhms (4/^WM. (Option) 

. * • # • s> 

tt:2 5~31^h ¥ 0-9 9 (1 9 8 0-20 
7 9) 

2 1~24t*yh £ 0-12 
I6~20lfyh 0 0-31 
H~l5tyh B* 0-23 
05~10tfyh # 0-59 
0 0-0 4*3^ # 0-2 9 (2»HMB .■ 
[0 0 4 0] ff^UfSI^ 7 'f ^©S^®^ uy ht.L> 
Tx ^- y yrt©t©i:ISl-©BLKI D-TL0 fc. M 
Codet, REV I S 1 ONfc3SS»**H*. 

[oo4ii5W-^*i^ /^y*- 

Mlfci^l- REVISIONt^^ 

i oN©mi 5 -ic*-f , m&-r*Wi&-*z>^&x^ 

Z REV I S I ON*5 2<B#&T5CO-e, «vM»*-e 

[00 4 2]*fc, l^ny^ (16KB) OftMM 
ta£ffiBLKID-TL0t#AUtV^©t. FA 

ftBLKID-TLOtt, ^pjr^?^^ 

****** 5 fc*s* sttS7r^vp 

BL I ST<D [5]- fiHE«UXl>S«'^ 
[0 0 4 3] ATRAC37-^7r-f^l±« \>7v9 

RAC3f-?77^/W;ML-cit »iSi-5J:5K:. 

7D^ffBLOCK SERIAL^W^t^ 
5 <&U ATRAC37-^7^/Wt mwm<» 
7 V^^^^y*-K±^«^2>Wt?. CONNU 
MO-ea^^OBSHSrftttfci-e. BLOCK S 
ERIALWt'^t U FAT^ftl 

[0 0 4 4] PWHC. FATOlWSTfKliV^bft^ 
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^ ^L^-a-H (MCode) tf7ayt<0%Mk 

I 0 0 4 5 ] B 8 C 14. ttinW*^-* ©*jftfc7i«i-. 

[004 6] I NF 
g$ : FIELD ID 

mm : ftim**^-* 

1:0x69 
I D 

I:0H0xFF 
S I Z E 

wrefcittbtifc&fc^. *fc ft/M 6/M hEUi© 

f-^<D^U^9AK^I^^ (Ox 
0 0) -C**ftX*5< ni: 
Iff: 1 6i^H 7 84 (Ox39C0) 
MCo d e 
E>* : MAKER CODE 

— K 

(*«=•- K) 
C + L 

: fc®*>e> 1 2'<4 h Bj&»P>©-T- 

fiff : BUsE© SNlC + LtPJC 
DATA 

mm : ■sr&s-r-^-es-t-. %?-v<d%w&%k-\ 2 

h a ftS (1MX) I4*'h4/^ H« 

Oftft^bAO^fcS*^^^ (0x0 0) 
Zt 

[00 4 7] £JLT» h77^7T^H0 1fl~ 
! 0 1 3 fcOV^ttfltS. ®9«^ 

r-f/n o 10 ©WMt5fc*©lit-fo5„ 09 
K^i - <fc 5 h7-^f-?77'f' l 'ioiolt 1 

(0) , CL (1) , CL (2) , CL (3) , CL 

(4) xm^nx^^ m'<-y^ ^^ CL 

(o) (Dimfrbtoih^ t?x?CL (4) <DV9* 

KasyhSU (4) t'HTUV^. fc*S. ^ * * 



[0048] U7^tt, i®1tm*1rz* 

10©ATRAC37-^77^f^ (H6#R) 
£H5o ATRAC37-^77^M1 ATRAC 3 

3 o ^^_- ? t r |5^i-50tc«ffl-r5^ i ey*-K4 
! ^^^l-tr^^llSJvO^. 

[0049] iSm±. i/<-ye«**tus 

i.>7?^i^-^^ 5 ' *rto^ 
rt i nft-^s^-^o -r*fc>^ /<-y*-fxr±» p 

RT I NF^-^t^PR TS 1 ZEi:V>94 

,u hoy?-*t*r. ^NXPRTSI ZE<D 

9 yK«^ (SUtttEi-S) ^TSUC 

ttfcuarc**^ sunMfcwtur 
[00 50] su«, 9 » ^oa 

TRAC3ft-7^ ? SrJEffi-T * l$©ft'J^ 

5. 44. i kHz©iJ-^u isffflmk-z 

m^Mt 1 0 Z4f^ (1024X16 tfyhX 

}aotlo©/-^«^5„ 1*7***54 2 
gt-i^5» iofflh7^^t5^"7ro 

(6 4 5fi§) ©/^-yiftJiTf^^^fri:**. 
[0 0 5 1 ] 01 OH, lSU45N^M«ttfN = 
3 8 4^h) ©S^ATRAC37-^7^M 
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3DnnnnOf-^**t. Ell 0 left, <f-9 

:02yn^'(l 6X2 = 3 2K^V h) 
h©jfeSS©/<>f h (OxOO 00-0 x 7FF0) #75 

A«fffiNMl (2 5 6/VMt*)9. 5 12/Mh 
#tt*W*NM2 (B12^H Mtt^y^ 

[005 2] BLKID-HDO b) 
Eft : BLOCKID FILE ID 

mm : ATRAC 3^-* 7 T -f /KD3fcffiT?*>3 r. b Sr 

«:BM=" HD = 0" (0ij^tfOx4 84 4 2D3 
0) 

MC ode (2->M h) 
Eft : MAKER CODE 

— K 

(*»=*- H) 
BLOCK SERIAL f) 
Eft : b7-^ fclwtttt ^>^c»#^- 
j||:yD 5,^oD3feSttOd^*fe*9^«5^oy^ti+ 

fit: 0 J: "9 0 0 xFFFFFFFFSX', 

[005 3] Nl C + L (2/M" h) 
Eft: h7'/^ (NM1) comte£3H- 

l /<w h-eSrT 

{@:SN1C+L£ IS— 
N2C + L W 

Eft: h^y* (**) 7*-* (NM2) ©Itt^St 

fit: SNIC + L^IS— 
I NF S I ZE (2^ h) 

Eft : -7 ^ fc»rsf+JmflMW>£-C*:<frW- L-fc-^-f 

f ;t^fX|40x000Oj)^0x3C 6 (9 6 6) 
T-PRT (2/<-T H 
Eft : h — */w<-5>gc 

fit : lHOx 2 8 5 (6 4 5dec ) 
T-SU h) 

Eft: h-^/vsufc 



IS: OxOlHOxOOlFFFFF 
I NX (2^ h) (Op t i on) 
Eft : INDEX (D&ttWrffi 

mm : fttf>$L*©gB# ©jW*^* 

&<D5fcSia>?><aM£suroM£i/4Lf :1 

(»9 3ra&) 
f:OHOxFFFF (ft*, S608 4f» 
XT (2'W h) (Option) 
Eft : INDEX OB4^B 

©su©#HR&i/4bfcffrc*B£-t-5o ^Ht*. ®# 

©SU©4fg©:S£©B#ra (^9 3m&) 
fi:OxOOOO:«R£ OxOlKOxFFF 

E (ft7C6 0 8 4#) 

0 xFFFF : 

[0 0 5 4] &fcft*«fcNMl*lJ:tfNM2frOlf , '-C 

[0 0 5 5] NM1 

Eft: ft^Sr^i-X^i 

«Kfig: i/<>f h©3t*=»-K-C«Uft:-Br««>** (* 
7C-C2 5 6) 

#ifo^-*©*n*B:» 0ir*MB=»- K (0x0 O) 

iMXr±r©*«=-Ka^*t*i-3^ 7*-*©* 

l**frr±'>fc< fcfcifeffi (0x00 2 0) (o 

xOO) fcl^-f h«-ti5^-r?>^t 

{it : ^-S^ 3 — K 

NM2 

* («7CT-5 1 2) 

^mi^-^cD^TIi. ^rteMS^-K (0x0 0) 5r« 

^#£-tt'>fc<i: , fe5fcSS (0x0 12 0) ^5,3?^ (0 
xOO) 

fit : frSX?^- Ko 
[0 0 5 6] «tt^y^©B3£tt« (0x 3 2 0) i»b 

HI 21CTRKINF 
©&S#£:^o TRKINFrtOf-?^^. 

[O 0 5 7] CONTENTS KEY M 

Eft : tt^fflfcSftfctre. #-K<o-fe*=- f 

: ftSrS^-ra^F. *i*^®fc*5ftw©#t* 

5. MACtHH*lc«fflSix5 
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»:04>&0xFFFFFFFFFFFFFFFFSt 
MAC (8'<J H) 

mm-. =i^>y»m^^stsm9L<oTRKtnF(r> 

RE I- *s— ^^#***fe^J***>'** : 

[00 5 8] A (l/<-TI0 

tt : B 1 3 $r#fiRU-C£JlTfc:K9ii-5 
fc«U N=0, b i t 7i5lT*ty 

fg^-SrO. ^-fVfg^" (L+R) ©2KE>4S8i|&J o i n 
tt _ K ^7 7/vtLTSSt5. b i t2, lOf 

[00 5 9] AO^yhOtt, iy77'^Oty/t 

7 u ifyHii, BtsKip^ a# 

5, 6^HW5^l^^^ H*OJ:5^ A 
TRAC3©*-KWa£^^5» i"*t>*>, N 

(N=0, 1) , LP (N=2) . SP (N=4) . E 
X (N=5) , HQ (N=7) ©5tS©^-KlCO^ 
■C» EWK (6 4MB^*!I*-K©i^) - 

tV^5. lSUO/^bfttt. (t/:136/<^« 
LP: 19 2^K SP: 304 h „ E X : 3 8 
K HQ : 5 1 2/M" h) T-ifcSo fy 
H7KioT, ATRAC3©*-K (0 -.Dual 1 : 
Joint ) !&S*$ix3,, 
[00 6 0] -WtLt, 6 4MBO^ ; ty*-K*ffi 
fflU SP*-K©«^i-ov^-ClftWi-*. 6 4MBCO 
Y\a±, 3 9 6 °/9tffoZ>o SPt- 

K"Ctt, lSU#3 04^hf*>5O - e, 17~ny? 
|;5 3SUi5#4t5„ 1SUI1 (1 0 2 4/4 4 1 
0 0) #(Cteai-2, 0 tSoT. l^^lt 

(1024/4410 0) X53X (3968-16) 
= 48 6 3 8 1 9t 
t£i£w- htt, 
(4 4 1 0 0/1 0 2 4) X 3 0 4 X 8 = 1 0 4 7 3 7 

bps 

[0 0 6 1 ] LT (1/^ H 



: n <D V 7 y * KiBB LTi&J15S*«^*> 5It 
fil:tfyb7: 0=IHRfcU 1=IWR#9 
t'. y h6: 0=JWRrt l=SHR«>n 
Ify |>5~ty hO : t^i!)7^<- 5? a ^0 (0UA 

FNo (2/M h) 

fft:77'f^Sf ^ 

I: ld^0xl 90 (4 0 0) 

MG (D) SERIAL-nnn (16^ h) 

i c 2 o) ©vyr/vff- 

mm : »»rtic^T^^5fii^ffi 

fit : O7)^0xFFFFFFFFFFFFFFFFFFFFFTFFFFFFFFFF 
CONNUM (4'<-f W 

2CD3 2^. 4 

fit: OHOxFFFFFFFF. 
[006 2] YMDhms-S (4^ h) (O p t i 

«*JRf*# © b 7 y * <^ff B«* 
mm: EMD-etBSEi-SS^WttSrW^rt-SB 1 * 
it : ±j£Lfc0B#<D*15£P)C 
YMDhms-E (4^ H (Option) 
E<* : © roS^T 0 «r 

: EMD-ej§3£i-5W^^Sr»Ti-5-0«F 
fit : ±3* bfc 0 B£<E>Siet W\ C 
MT (Option) 

Wt& : EMD-el8S$ixS**:©S^ia» 

« : lHOxFF 0x00 
LX©b i t 7©«#0©»^l±MTO[lliO 0 fct5 
Z. t 

CT (l'<-f h) (Option) 

I: 0x00~0xFF OxOOffc 
LTcDb i t 7#iT'CT©fS^0 0©i^lW4$ri 

[0 0 6 3] CC (l/<-f h) 
: COPY CONTROL 

mm : e-iH» 
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n-fo *y K>*sJ:t*ltt, 

CCO^J: (bit 7, 6) 1 1 tr-tff 
^ 0 1 :-3bf-H£Jk, 00: llil©3tr— fefF^ 
(b i t 3, 2) 00: X^n^ft^UT^ 

CDfrhnf-J'S* (b i t 7, 6) tto 
0, (bit 3, 2) liOO^&S 
CN (I'M" h) (OP t i o n) 

E* : iaiS-T -f t"-H S CMS (High speed Se 

rial Copy ManagementSystem) K&tf 3 =* tf— ^bJIh]^C 
. 3 if — i @tK af-7!) — j&xoE&J&tEKU 

g ;0 O:3 tf-gUh, OlHOxFE: 0 x 

F F : 0®C^iSlPSo 
10 0 6 41 Mlfcb7^«TRKINFl: 

/<-y*3Bffl©^-y««««P RTINFt «W 1 

<D«#|CPRT I NF^tlK, 121 5(CPRT I 
NF PRT I NFrt^f ^icovt, 

[00 6 5] PRTS I ZE (4/^ M 

±W , MfeSU : 1/^ h i±m . *TSU : l'< 
^ h (*T<4) 

f -^7^^: 1A^0x1F40 (8000) , 
SU : OHOxAO (160) . »T S U : 0*^0 
xAO (16 0) (fit, SU<D$CxJm. 0, 1, 

2, fcoa»$>BM6i"5) 

PRTKEY (8/<W h) 

E<* : /<-ysr«*fci-sfc»«>* 

fit: OHOxFFFFFFFFFFFFFFFF 

CONNUMO (4/W h) 

E<* : fMOfcfl^Hfc 3 yf^y*«»t*- 

It: =yf yymWtWJWt^-tra^ 4 

[0 0 6 6] ATRAC3f^77^^I^^ 

4nctt, Bl0fc*tJ:5i:. WifiiNF^ilx 
(H7 4o t i;U : ia8B#K) fcH--e*>S. 

<4/^ nwft) 
vn&tiMk v,xttM\m i NF©f-^i 5 wfet?'„ 



[00 6 7] INF 

if*: h1?y*\zmirZttMm®7 : —? 

mm : ^yy*^ofc^a£ft©wjn*«^— «*<° 

fl[ : fl^^S^ r W *+©fMlPW« INF-SiHUf 

[0 0 6 81 i&L.fcJRtt^s'^**^ ATRAC 
3f _^ 77 ^,K0^7'n^©f-^i 5 i<o ®16 

[006 9] BLKID-A3D (4/<W h) 
ESfc : BLOCK ID FILE ID 

mm : A T R A C 3 *f-9 <D9cMXh 2> Z. t Sr«W>J-T * 

I:@£fi="A3D" (Mitf0x4 1 33442 
0) 

MC ode (2/^ b) 
E* : MAKER CODE 

— K 

f:±Siot^^-*- 3 -i-'' Tflcetfyh 
(«8=-K) 

CONNUMO (4^-Y h) 

E* : ft^f^^^ 3 ^^^^*^ 

BLOCK SERIAL (4^ h) 

e* • t-75'^ m^ttrt bfrtcmim^r 

I:0J:9fet!)0xFFFFFFFF*t* 

BLOCK-SEED ( 8 M 

E*: iyn.y^^ftt5fcS)0 10©i^ 

{it : Wffltt8^ h^SLfC 

INITIALIZATION VECTOR (8^ 
h) 

7 n -^ftl:ATRAC37-?Wffc 
fk^©SUWft^<DBt^fc$Hfc8^ KOflU 
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f:OHOxFFFFFFFFFFFFFFFF 
SU-n n n 

ft* : IT * V K" y ^ ©^~* 

ttfig : 1 0 2 E^t^ 

N=38 4/<>f H) 
t:ATRAC3<Df-^I. 
10 0 7 0] 1211 Otll N=3 8 4T?*>5©-e» 1^ 

Uoyb CBLKID-A3D, MCo 

de, CONNUMO. BLOCK SERIAL*- 

H±. (16, 384-384X42-16X3 = 20 

8 k*5. ^©4>K-b*&LfcJ:5K, 

KDBLOCK SEED3&S^SfclB»£*i'*» 
[0 0 7 1] f jryK»=yHSU (O) ~ (1 

oi) i±. @2 i^-rm^t/m^- -yve^ fc*sv* 

XCBC (Cipher Block Chainning)^— Kt?6 4 If y h 

(8/M h) ©«f*fls^ , oy^**«fci^**fl2 l '" c 

t^K^^su©/w vm m 

jLt£\ 6 O^M h) Rf-i-'fbcD^ST-foSBf^^' 3 
ytto'U h» (#Ixff 8/M 10 ©SEffefei-L-C^ 
5. -Tftto*.. ife;yK^^SUl4Witf20fi 

[0 0 7 2] ^r-C, 77r>a^t!) 3 4lC|5lt$tU 
T R A C 3 #5fc-effilt £*u-t *s 9 , SKE*!©^* 5 * 

K*mL©*/h*tef43»-9-f ^K^-=y bS 
[0 0 7 3] -©J;5tt3^«% 77^^!) 

3 4^tett$tu-c^?.fit^k^Hfc^-x^^7 f -^^ 
T^-fe^-TSK^ i«#fl:^oy^©K9lO«r**i-« 

su©mti. i «»± i o 2flSiT©«H-eM-e*> 

5 0 f*-f*^-^©BE«*«tt» ATRAC 

3 W© A T R A C ifrjJSEA*© CODEC*5fefci 

I Kj = f (MKj , I D m ) 



[0074] 7n^V-Kf-^BSIl 

y 9 ^_ K ^_* b S tt. LT^o * 9 « 

*!l 3 4©aBRL.fcTKv^-IBtt*H5. 

[0 0 7 5] [777V^*!lfi*^35) 
775/i/ a ^yfI ; e^-^3 5li > 77V^ 

[0 0 7 6] «ffffl7*Wt4 

m2tc*H-«fc5i- mmm-?*— *4»±, mf*\ 

v?a-/V4 3 > Si*v?a-/V4 4 > 

_,U4 5> *fc°-#4 6. D/A«*»4 7*S.fctfA/ 

D^«y§4 8 5r^-T2.o 

[00 7 7] [*IW»*^»-^4 1 ) ^»J»*^»- 
,v 4 ltt, DMfffl^v— *4©»3fcttte«Jfc«M>H- 
3„ 

[0 0 7 8] [IBW^a-A^ 3) HI 2 ICTP-Ti 9 
{C. ^^^^3.-^4 3 0>jx.li. SJ£38£.=»— y ^ 
6 0 . y H 6 l , **£j*/«SM*~= y \- 6 

2 , fBS®IiE^= ^63, It^fk/***^ y I 164 

*s itnw#P3-=-y ^ 6 5 fc^-TSo Mtt*^*-*'* 3 
* * y ■* /HiT /u 5 =■ -7 ^ © ^ * K** ^ 

K6 0I1 SLWMi»**®*5fc, 6 4Vfyh (8/< 
>f h) wa^Sr^^i-^o »«=-=y h 6 1 tt, BBEfe 

[0 0 7 9] 01711, fSlt^= y h 6 1 

MK 3 i*J i^Bf^SiJ^'-^ I Dd SrlBltL-C^5o - 

9 I K 0 ~ I K3it©M^tt. (WliELfc^ffirffllBtSg* 
3©3£*«»Jx-f I D m Srfflv^ Tf2* (1) 
■fHB«!6S*5. ft**. TteSl^^t, f (a, b) 

[0 0 80] 

[itil 

• • • (1) 




(16) 

mu i osjg3 i©g$Co 

[008 11 *fc, E*3.= y h 6 1 KtsVZmmmrr 
-9 I K 0 ~ I K 3 l<£>fatiT K^l±» s h 

10 0 8 2] y h 6 2 li, Wfctf* 

I SO/ I EC 9 7 9 7fflMACgf^fflV^SI 

'Block cipher Algorithm' £ Lt F I PS PUB 
4 6-2fc»Jg**b5DES3S««V^irtS. 
[008 3] ffiS»SE3-=y h 6 3 ti. 0iJx.r£. =^ 
a-;?2^bA^ Lfctf— 7 4 *7—9 Sr*«ffflE«S6 

K3tO|l]-C«E»IE«HlSrtf5. tBEBSE=-= 

©Hfl-CttSBIiEiftJSfcfrS. ftIWEa=yb6 
3fi, W36UfcMAC|«i*tT 

Ci =E k (Pi XOR Ci-i ) 

i : iw±«tic 

Pi : (6 4t*y h) 

Ci :Bt#X (6 4 fcT 5/ h) 
XOR :#ttttltiafr 

E k : 5 6 fc'y hOtf-* kfcJflV^DE S*55©« 

_LfE5£ (2) 01 ft*5* E 

18}CjoV^X. ri Vj ^vyt^tttimm (6 

cLrt©t^^Ka='/hsu (o) roEHuf-iat&^t^ 

[0 0 8 6] 3ytfa-?2&5V^CD^U- 
tT^bA^Ut-f-ftf-? ATR 
AC (Adaptive TRansform Audio Coder) ijT^^^H^. bfc 
ATRAC 3**-Cffl***t-CV^. **S, ATRAC 
(i, MD(Mini Disk: JffiS)©fc«)©^F^(tBEJ6*S;t? 

Pi =Ci-i XOR D k (Ci ) 

i : ta±<Oli 
Pi : ¥5: (6 4lfy M 
Ci (6 4t'7 M 

XOR: gH&ftMA 

D k : 5 6f-y KOftf-^k^^DES**©* 

±E5£ (3) ©*JH±» 01 9t*?l^ti5. fc*5, SI 

4f-7h) T'fc^ @2CTHWfffll2*SB3077 
, r >a^U3 4tC*J^-Ci§18tC^i-«t 5J-^7^^C 




^P^P12-331420 

6 3fi, &glc£Ct\ Wfctf* r^lf:x-*2fcS^ 

mm.&m*fto 0 

[0084] Bt#4fc/«*=-= '^64 li. ituxS bfc <fc 
5t,FIPS PUB 8 Ucgl^SftfcECB^- 
Kis .fctfc B C*- KSr^Wtcffl^-C^o y * Pt^k 
Srft5o ^^-C, «fc/«*a=y h6 4l±, CBC 

Kl-*3V*"C» 5 6 f y Y<0^f— 9 k&JflV*"C. 3 . 
•y t - a _ $ 2 h 5 V * it. C D :/ W — V 7 A A7t> b ^ 
7^^-* (¥*) 6 4lfyh*»?>ft5"t*fc^' 
D; ,^»ttUTEa (2) Klg^TBf-^fcL-C 

H^b^fc*-^*^-* «*» 

TEiC (2) j6»fe»*»SJ:5l!i. CBC^-KTU - 

[0 0 8 5] 

[ic2] 

• • • (2) 

0iJ;tf£. 2 8 8kbit/st'44. IkHzf 
XyOMD^T" I/^ffi-g-* 5 . ftWxrmkMV CT (Modifie 
d Discrete Cosine Transform) £ fcflfffl UT^F^-ft^tV 

1/4, l/2030©ff^SStl, ^MHOf 

MDCT-eH«»W«fc«**^ S8MDCT©« 

[oo8 7] *»Ck/** 3 -=y»*6 4rJ:» fipss 

10*-K©5*»> sasfiUfcECB*- K*5J:tFCBC 

ftyP5/^^&iL-CTIES(3) JcK<5^X«-§-L 
X¥-JL*£.fct%o 

[0 0 8 8] 

[SC3] 

• - - (3) 

Lrtot^yK^-^l-su (o) ©EiH-Elft^iT'fc 

[0 0 8 9] fWP^ -y h 6 5 li, aicIS^^-- 
0 , E1S^= ?H61, y h 6 2 . 

fflSBfiE^- -y h 6 3 *> JitffS^k/tS-i-^-^ -y h 6 4 

[0 0 9 0] (fi$*y a -M4)S«t^-^4 
4li, CT^tf, [214iC^i-J;5lC^fflISmg*3©7 
7;/-ya^^!J3 4rttctett^Hfcf7-y^7 : '-^T 
>f^l01 0 ~10l3^ a-lfd^Otft^ffi^t-S 



(17) 
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S4U-C2«coh7 v if— 9? 7 4 *&£.&.irZ>ft&n 
SMfc, 2{@© h7-y^r- 1 
fl© h 9 v *t*-* 7 r A'*rftJW*»^WWB* fc 

100J3^h77^f-^77^V10 1 0 -10 1 
3 Ml*. «fc*5?a-A'4 4K:i3rtS«* 

[00 9 1 ] 5) M/ftft 

ATRAC3 7?^JBii£*VC^5*-' 5*4 

*f-^#gu 7*-f*7*-**D 

/A«lMS4 7lttf*i-S. CDT'V- 
^7*>3v>ri=»^»-* 2 7*4^r 

^ ^ §rATR AC 3*^-t?JE^i-5o 
[0 0 9 2] [D/A»§g4 7) D/A|£&^4 7 
l±. ffiB/ft** ^ 3. — A- A 5 a> A77 Ufc^v^/Wf^ 
■ r*4 tf-^^7fn m&fyiy*— f* 

* ut^ tr— * 4 6 {cmTj-r^o 

[0 0 9 3] [*fcT-#4 6) *fc°-7J4 6 tt, D/A 
CMS 4 7 b A7J Lit*- 7 4 ^-r - * Kf& Ctc^m 

[0 0 9 4] CA/D^mi§4 8] A/D^i&3§4 8 

gti; a -/u4 5icm73i-?)o 

[0 0 9 5] KTF. El l ic^i-^— X 4 **>^rA l © 

[0 0 9 6 I UI.=«rffl«Bt^*3^©»S:a^»^ 

»£ii^ib^£t& p 7li-Sfctf>©:7n-^- Mf*>5. 
[0 0 9 7] 7^f77°Sl :iJ|««^ , W'-+4**e.«* 

[0 0 9 8] ^r^S 2 :«#fflE«56*3fc*«rffl 

[0 0 9 9 ] ^fy7S3 : SI3ffflfEtI£iS 3 £t£fi?ffl 

[0 10 0] Xry7S 4 : 7fy7'S 3 ©tBEsBSE*& 
I Kj = f (MKj , IDj 

-hfS*: (4) fc^i-BBffSrWoBIEttT*-* I K 0 
~ I K 3 ifc.fctJ^**-Str-*MKo ~MK 3 i$:WL 
ti^l^tli^ B2 llc^i-ftiatcio-CI^DSilft 
if-* I Kj asjKRSttS. Stt«*HfcBBE«^- 



[0 10 1] 77^S5 :Ht«ffllB«S6«3*iJ:t«l 

[0 10 2] X777"S6 :!fiSffl7 , U-t4HlSS 
ffllBliS*3lc, ilfI4^^-7^4^3 2, 42^ 

[0 10 3] r©i9l^ *-f-fmrAiKift 
ti, ««fflBWHt3fc«#ffl^^-^4fcolB-e«E- 

©*, *#ffl^i^-+4*>fe*«ffl«SWIW3lC, mr 

[0104] im&Mrr I Kj oftRAl (El 2 o 
Hif7,7y7S2) 1 SI 2 lt±. BEttf*-^ IKj 

©«^3*»9i-r5fc.©0>ei"?*>3« [32 1 t^j: 

6 0iaoT6 4tf^h©ai!Rj *Sfe*5*u5. 3tf 
SLifcRj tt, «««^u-Y4*>fe*#fflBlt»«3li: 
tiiTJStb^,, ^LT, i«ffirfflE«iS«3©ffiEBIiE3-= 
.,f.5 3iaot, 6 4t'i/h©SLicR j ©T^5fc'-y 
h&ffiv^C, IB«^=y h 5 lfclBltSJvCV^BliE* 

? -* i K 0 ~ i K 3 i© 7 -h-(omm.mf-9 i k 

[0 10 5] *fc» JJMtffl«HtSS«3©e«3-=y h 5 

i i»e.BE*m$*tfcsmw5'J7*-^ i D m si^/ue 

[0 10 6] ^rL-C, ^fffl7-U-t4ffl«Eitt^- 
^6 3iaot, SlicRj ©T&5 t*-7 h&fflV^t. 

if — 7MKj ^5^^§tu5o 
[0107] -t UC\ si^/fii^ 3 -- y ^ 6 2 

vn-c, rteic (4) ICS^^X, MSE^T*-^ I Kj * 
TffiS (4) ^*JV^T. f (a, b) tt, 

[0 10 8] 
Iit4] 

... ( 4 ) 

9 I Kj (i. &5£-r5ffi2KiiE8yS&t7 5l&fc. 

I Kj©5*>«R$*tSBK«^- 4,,4 » EI2 1{C 



#§fl¥l2-331420 



[oio9] *jb\ ±ifcufc2SffiJB«-ctt» S**ffl^ 

T 8 f@©MSi^-^ IKj©9 *>-cDgf£^-^ £ 
■caMR-f-5»SEI^ f -^*ft3£l''C 1 t>J:v\ 

[oho] an*«ew6«3fc«#fflr^-^4fc 

©M©«EBSE»a (B2 0l:^fy/S 3) )'B 

2 2i±. m^mummms ton© 

tO»ttM*1WH-5fc*®BI"<?*>5. ft*s, St£*S 
E»SE«yffi&§l!*H-S fc * K'** bfcB 2 1 Knct 

mum?-? i k j o>msunM^7 L"c** " » sswb 

.^U-^4©4aSBfiEa=y h 5 3 ti»1ifffllBlSSS*3 
OttE»IE3-=y h 6 314, SRbfcfMEttT*— * I K 

MAC A =MAC (IKj . Rd I 
X?y7S 1 3 -.m^m?^— V4tt. TRd || Sd || 
MAC A II jj fc*»fflB«a!t«3lcm*i-6. 
[0 116] ^f'^SH :J»fiffflE«SS«3 0»E 
y h 5 3 RljSV EI 2 0 Kfr^^T- -y^S 2 
-C^fcmM'T'-^ I Kj 43 415 TRd II Rmsll I 

MAC B =MAC ( I Kj , Rd 
y^y7°S 1 5 :^mffl!Bl«g«3cDffiEKSE^=-y h 
5 3fc*S«^T. *^y^S 1 4Tf**fcMAC B fc*-r 
^Sl 3T?A^bfcMAC A t£tM&U -ffcLT^ 

tUti/^riWSfc*. 8MWS1BttBI«3l±lJI# 
ffl^u— ^4d5]ES^ffi#-e*)5tMBEi-5o 

[0 118] *xy^S 1 6 :«ttffiE«S*3©ffiE 
MAC C =MAC (I Kj , R ffls 

*1ry^S 1 7 : *«JlMSH13©att«£«y h 

soic&^x. 6 4iry HwascSasSr^-ra. 

[0 12 0] ?T^1 8 : *1!FfflE«36« 3 d»5>l»» 

fflyu- V4ic, rs ms iiMAc c j fcm^-rso 

[0 12 1] ^x-y^S 1 9 :*1!Fffl? , i'-ir4©*E 
MAC d =MAC (IKj , R m; 

6 3K*5VMT N ^ry^S 1 9-e*ftfcMACd t^T 
^S18-CA^UMAC C i&JfctfcU -gcLTV> 
*tf4\ IWIfffiEWSIIlsasa^ttBliE*^-* I Kj £ 
fb-C^5rtW5fc*> «#ffl^u-^r4f4*fit 

fflia*JS«3*sjEa*«¥-e*>*tBaEi-5. st±©*a 

[0 12 3] (t7->Hyif-^Sek»4» 
(@2 OJc^-r^x-yv'S 5) ) 02 3 11 ir yVaV 
S e k©^MSr^^Sft«)©iax*fcS„ 



[0 111] XTy?S 1 0 :*«fffliBttJS«3©a« 
$g£^y h 5 OfcfcV^C, 6 4 ify h©afcR ms S:4 

[0 112] Xfy/S 1 1 :*«fffl^^— lT4©a* 
^^zr^.y h6 OtCioV^T, 6 4-bTy b©a*Rd *54 
Sd Sr^i-5 0 
[0 113] ^yZfS 1 2 :»«fl^v-+4©ffiS 

-Cit/tBSE^— * I Kj *>4tf fRd II Rmsll 1 
D m j «rfflvn\ TE5S (5) fci£*3v*-CMAC«*«: 
ffV\ MACa £##>5o 
[0 114] ^w-C. All Bf4. A<hB©»^ (ntfy 
h©A©^5SCmty hOB^^-a-b-C (n+m) tfy 
K^Lfct©) 
[0 115] 
[«C5] 

I Rmsll ID.) • • • (5) 

D m J *m^X, TE5£ (6) Kg<5^TMACgE&£ 
fjM/\ MACB St^^So 
[0 117] 
[fc6l 

II RmsH ID.) • • • (6) 

fgSE^-y 3tc*sv^. B2 0t^t^r^S2 
-e#fcssaax-^ i Kj fc4tf rR BS ll Rd j fcffi^ 

■C, TffiiC (7) {cS-5v^-CMAC^5rtTV\ MAC 

C £#tf>3o 

[0 119] 
lic7] 

II Rd) * * ■ < 7) 

fgfE^y h 6 3JC:»o^TTE5S (8) lc£^TMA 

C«£«rfTb\ MAC d &#*5o 
[0 12 2] 
[18] 

JlRd) * * * (8) 

■TS i: Htj^bfcEl 2 1 k^-tbse*^-* I K 

j ©S^«ka*s4tr0 2 2 Id^i-tBSBKM^^T b 
-C*3!K »^fflffittS6e3*J4tm#ffl7 p u— ¥4©2K 
77(4, jURLfcBSEtt^-* I Kj *>4t*a*Sd , S 

[0 12 4] 3 0 : ifffl^^t4©ffi 

BSE^y K6 3(4, S^UfcKSE*^-^ I Kj 4>4 
Xf rs d II S ras j Srfflv^, TE* (9) jcS^VN-CM 

[0 12 5] 
IiC9l 



^^¥12-331420 



ir y Z/ 3 l/t&f—Z S e k =MA C 
*X^S 3 1 : $^ffliBl§i&tt3(Dfflaigffi^-5' H 
5 31*. S^UfcBBB^-^ I Kj *5<ttf rs d || S 
ms j Sr/B^T, TIES: (10) fc£-^-CMAC«**r 

t r > 3 y|f-?Sek=MAC 

ir y -> 3 y#f-^ S e k <D$uWm*i»rT U"C*5 0 , 

[0 127] ^T^S4 0 :»«ffl^^-^4tt» & 
^fg£;i^ h 6 0 lw h 7 y * -T — ^ 7 7^ /Vfe^a^C 

[0 12 8] ^r^S4 1 :«ffli^-t4il, R» 

s e k*«v^nt^ki"So 

[0 12 9] ^7 7/4 2 *4tt. 
[0 13 0] 77^S43 : *#ffllBl»»113r±. * 

r^s42 x^t> ufcut^k $ Hfc 3 yry^ftf- 

[0 13 1] 7Ty/S4 4 :*flfffllB«Sfi«3tt» >» 

TMK=P K XOR CK 
fc^p y ^ V- Kf-^ B S ?:t^t5, 

^ 4 r±. bfc:/ c ? * Kf- * B s 

10 13 7} ^sso -.mnm^^-^4i±. m 

B K=MAC (TMK, BS) 
ftfc. MACSifOftC SHA-1 (Secure 

Hash Algorithm) , R I PEMD-1 6 0 ft i?©-#l6l 
ft^y 3. ^ (one-way hash function) COATJ^S?^ 

[0 13 9] r^T% -*!6lttBBSfcf fctt. "ify = 

f (x) fctra-fawtttsa-efca* 5 * ® : y" x 



(IKj . S d II S ms ) • • • (9) 

mm -7 4 Lfc-fc y V 3 ^m*-? Seki 
PICicftSo 
[0 12 6] 

[Siol 



( I K j , Sd II Sms) * * • ^ 10) 

[0 13 2] 77^45 :^fflfEmH®3tt, HI 

£ Hfc ^ yf V * C K Srgllffffl 

^4lCffi^-f6. 
[0 13 3] X7^S46 *4I±, 3 

-?7 7 >f /H 0 0 nrtCTRK I NFrtl^tS. 
[0 13 4] ^7'y7-S4 7 :M7*l'-t4(i, SL 

Sr. h?y?f-?77'r^l 0 1 n©fSf-^PR 
T I NF^rattS, 
[0 13 5] ^f-y7-S4 8:iffffi7-W-t4li. 

•C. TfE^S (11) lc^i-J:5i^ 77-^S4 7ft 
rodfcjffcfi. #tettH«Si 5 1> © lc £ *ti\ 
[0 13 6] 

mi i] 

- - - (11) 

(12) fc*"*\fc5Kl, ^•77'S4 6t«LfcTy 
^Uif-^TMKh X7^S4 7t«U7 
n K 7=_^ BSt fcfflVTMACl»3*ttlV\ 

[0 13 8] 
[»1 2] 

- - • (12) 

fCtCO^Tfi. ^Jx.rt, 'Handbook of Applied Cryptog 
raphy, CRC Press' ft EKU U < fE5£ $ tbT ^ 5c 
[0 14 0] ^'^S 5 1 ¥4ti. 3 

■C, ATRAC3^tE»t5. ^^^^ fe^it/W. 
*3.=i5, H6 4fc*5^T. ^y/S 5 0t«Lfc7- 




(20) 

[0141] ^f^S52 :ifffl/l'-t4li > * 

yZHMl-X. mm-<^*-7^*3 2, 4 2&3>L 

[0 14 2] ^-7^553 :^ffllEltSa3li, * 
x -y^S 5 2 -CA7J LfcBf ^t£*Wi*-7^ 
tStt^?'^. 77y^*!J3 4MO*«t 

ffl/l/ _ t4 ^ ^— ^ ^ *f - * ©*# 

7V1010 —1013 \zo\,^X<D&$fr<t£lf i . ffi8iWi~7 

u -^4\±. ^©^ta^r^/H^ov^ti^^ 

[0 14 3] ««rffl|B»S5«3i>bO«*.HiU«^ 

B2 5tt. j|#JBEIB»34>6J)W«^iMr4-<o 
[oi4 4] ^ry/sei :&my°^- J r4frt>m 

[0145] *7-y-7S 2 : B2 1 Sr/B^-tHuiBL-fci 
5tc, iJWJF«E1ti!i«3i:*#ffl^v— V4t©nB-C« 
E»iE«ya*tf 5RKiffl^5BSaft9 f -^ I Kj ©SW. 

©aa**?*^*. 

[0146] *^y^S 3 : @2 2£ffl^TnfixSbfcJ: 
[0147] s 4 : XfyT'S 3 ©tgEfSBBQ: 

aic j: o x mmm&mm 3 *s j: t«««rffl ^ 4 © 

[0 14 8] *7-v?S 5 :«fifffllE«»*3*Sj:tm 

[0 14 9] *7-y7~S 6 3 : Bff^ffcSHfc*- ^-f * 

^^-7x^^3 2, 4 2Htt> 
*»fflK«K«3^p>*flPffl^^- ir4fc:WWMa-f. Mi 

[0150] t-f-( ^V^xA 1 T'ti. ^ 

jtigE 3 P>«ffif ffl "T* ¥ 4 til 7J S HfcB&^fc * H 

sek-e»«fe*s. ^©fc*. mftmmm:ft<£o 

[0151] [««JBE1t8« 3 v-V^-t— 




^P¥12-331420 

s„ ft*s, s&^fflL&ate, tiufc0 2o tot 
^_^ 77 ^,n oio~io 13 icii. 01 otc^i- 

TR I NFtCayr^Slf-^CMS^ 
^CL rtirtt^d y * V- K-T-^ B S *£K3e$*fC 

[0 15 2] *XS^S 7 1 :*«?fflIB««»3tt, 7 

3 4fcR«£*b-cv»3B4fc:3H-h7y 

^^—^y 7 XA,\ 010—1013 <DbhWf-\&^ 

h7y^f-^tMt5 h^y* 
^-^ 7r >f/vSr4#^U iS^tfch7 7^f-^ 
77-f;v«t5^7^^f'irot-f^tf-?5:> 

h7y^f-^7r^ /v©mtt— y ^ «rflE*ttt 
[0 15 3] 7fy7S7 2 :JSffiffl7l'-t4ll 3 

ttl7Ji-5»o 

[0 15 4] 77^S7 3 :|)HlffliEW»3 0lt» 
ffc/«#^ 7^54(1 *x -y :/S 7 2 X'ATJ Sttfc 
ayfyytf-^CKt, E1S^= y b 5 1 fcfE«£ 

[0 15 5] /ry7S7 4 :«#ffl|Eli§6«3«>l«* 

yfy7«f-?CK^, E12 5(d^i"^^-y^s 5-e 
#"b*Wt-t? y ^mf~^ s e k «rffli>-ci»*fl:i- 

[0 15 6] XT^S 7 5 : «^fflfSlSM 3 ^ 
T.y7S74 ^flf#fl: Lfc ^ ^7717- ?CK5ril 

^ffl^^-^4(cm7j-rso 

[0 15 7] 7fy7S7 6 :*fiPffl7 r U-^4©BS* 
■fk/^'f' 3 -— y h 6 4(4. ^ry^S 7 3T*^^ffflIBlt 

a ymrf-f S e k ^ffl^X^S^i~5>„ 
[0 15 8] 7T77-S 7 7 :iCT7-Wt4©t4 
^/^=yF6 2ft, ^Tj/7-S7 6f«f^fe 
nyf^iSf-^CKt, ^r-y^S 7 1 -CATJ^tb 
fcStt^y^©*©P RT 1 NFiC-^tbS/'-y^' 

y#7y«r-^TMKit5, 
[0 15 9] 

[£cl 3] 



(21) 
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TMK=PK XOR CK 
(14) 

BK=MAC (TMK, B S) 
^if-!?BK5:fflv^ > ^fy^S7 1fA*Ut 

[0 16 1] ^T^S80 :»ff«^l'-t4ll, E 

^*/W£5£lc£&Lfc^lc, * if-* 4 6 tcm^i" 
S 7 8T-«^-bfc^— 7*-f*7*— f^yKa-sy 

Jiangs 3 frhmum-?^-^ 4 4-©*- 7 h * 
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